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1 Executive Summary
This report details the findings of a study commissioned by the Australian Flexible Learning Framework (Framework)
 to explore barriers to e-learning from computer network and firewall access. With the continued mainstreaming of information and communication technology (ICT) and e-learning in vocational education and training (VET), the role of computer networks to support the core business of learning, teaching and training is becoming increasingly important. 
However, there is an ongoing tension surrounding the tools and functionality required by practitioners and what information technology (IT) managers believe is a feasible and safe use of networks. The resulting restrictions on computer networks are seen as preventing practitioners and learners from effectively utilising e-learning. 

The impact of web 2.0/3.0 technologies and emerging trends in e-learning brings further impetus to find solutions to this issue. IT managers work within many constraints, especially budgetary ones, and it may be unreasonable for VET practitioners to expect uncontrolled access to some or all of these tools. However, it is equally important to ensure that IT system requirements support as far as practicable the teaching and learning needs of VET practitioners and learners. The challenge is to find solutions which provide the required functionality and also fit within the requirements of IT systems.

A key outcome of this work is to facilitate communication between administrators and users of networks to address these issues. The E-standards for Training
 and Access to Bandwidth Projects
 were tasked with the development of documentation identifying common activities, applications and application types, and examples of their use by VET e-learning practitioners
. The outcome is an accompanying document to this report which aims to support network administrators in enabling safe, accessible and innovative e-learning practices.

E-learning has enabled the VET system’s national agenda to advance markedly and the use of e-learning continues to grow, becoming more mainstream
. However, the state and territory based IT systems needed to support this activity are struggling to deal with these evolving challenges. This has been demonstrated clearly through the pilot projects run as part of the Access to Bandwidth Project. These projects required a number of state and territory education networks to interoperate in order to share each others’ applications
.

The computer network and firewall access study has identified a number of barriers to the implementation of e-learning. The data indicates this is happening both within and between jurisdictional networks. For example:

· email restrictions such as limited file size of attachments, no .exe or zipped files permitted as attachments

· blocked access to web 2.0/3.0 tools
· restrictive management of internet filter lists

· the lack of effective communication channels between IT departments and users
· inconsistent interpretation of policy and guidelines within jurisdictions
· difficulties with certain aspects of a standard operating environment, such as version upgrades to plugins

· network changes without consultation with e-learning practitioners

· lengthy periods of time to get an application accessible on a network for evaluation and pilot project activities

· inconsistent firewall practices amongst jurisdictional networks

· lack of trust between jurisdictional networks.
The research outlined in this report aims to set in motion the process of finding the functional balance between the needs of e-learning practitioners and safe and effective computer networks. Further work is required to identify the best way to implement commonly used e-learning functionality, to develop a set of guidelines to assist IT managers in their support of e-learning practitioners and to develop of an e-learning friendly standard operating environment framework.

By pooling resources to create a national e-learning infrastructure, each jurisdiction will be able to more easily meet its own objectives. The roll-out of technology for education and training in a country the size of Australia, with its small population, requires a national approach to be cost effective and globally competitive. Finding the functional balance requires the clever use of existing VET structures, refurbishing and, in some cases, reinventing to provide a virtual infrastructure and environment that sustains and supports our students and practitioners to deliver a skilled workforce, now and in the future. 
2 Study Background

Rationale for the Study

There has been growing concern in the Australian VET system that firewalls and other security measures within computer networks are hampering the uptake of, and innovation in, e-learning. This problem has been raised as a concern in a number of forums including the VET system’s E-standards Expert Group (EEG)
.
Study Overview

The study was jointly initiated by the Framework’s E-standards for Training and the Access to Bandwidth Projects to identify and address barriers to innovative e-learning practice across computer networks and internet gateways in the Australian VET system.

A key purpose of this work was to facilitate communication between administrators and users of networks to address these issues. The study was tasked with the development of documentation identifying common activities, applications and application types, and examples of their use by VET e-learning practitioners. The purpose of this documentation is to support network administrators in enabling safe, accessible and innovative e-learning practices. Key technology areas that were addressed include:

· video

· voice

· social computing

· virtual classrooms.
Expected outcomes

1. A document detailing common e-learning activities over VET networks in the identified application areas. The document would provide examples and evidence of networks where recommended technologies are being used and aims to balance the needs of key stakeholder groups with the security requirements necessary to protect networks. This document would be primarily aimed at system administrators and IT managers, but would also be able to be understood by a non-technical audience. 

2. An accompanying report detailing the process and methodology used for developing the document and recording any issues identified. The report would contain recommendations on the use, distribution and maintenance of the resulting document.

3. Commencement of a communication process between users and managers of VET networks

3 Study Methodology

The study outcomes required data to be gathered from two groups; e-learning practitioners and system administrators. Throughout this document the term system administrator is used to also include IT managers.

The study methodology was selected to include three main phases:

1. Planning.

2. Consultation and data gathering.

3. Review and refinement.

During the planning phase, a standard set of interview questions for e-learning practitioners was developed. A list of the questions is shown in Appendix A.

In order to balance time constraints while assuring a cross sectional view of 
e-learning practice in Australia, it was decided to conduct these interviews with a targeted group. The e-learning practitioners interviewed were selected on the basis of their experience and recognised skills in this area. Those interviewed are listed in Appendix B.

The consultation and data gathering phase consisted of phone interviews with 
e-learning practitioners along with desk-based research by the study consultant. Vendors were contacted as necessary to secure the required data about the applications being identified by the e-learning practitioners. The interviews with 
e-learning practitioners identified applications being used, functionality required, examples of how the application was being used and any issues encountered. 

A face-to-face workshop was conducted on 28 August 2007, enabling e-learning practitioners and system administrators to discuss computer network access issues in the national VET system. The workshop also provided an opportunity for system administrators and e-learning practitioners to frankly discuss issues and it is hoped that this type of forum can be repeated. The agenda for this workshop is shown as Appendix C and the list of participants is shown as Appendix D.

Key groups that have provided input to this study include:
· e-learning practitioners
· system administrators and IT managers
· Networks Study reference group
· the EEG.
4 Key Findings

The evolving needs of teachers, trainers and learners

Throughout this study, practitioners described a range of strategies where applications including blogs, wikis and other knowledge and information sharing tools are currently being used to improve teaching/training and learning outcomes. These tools also play an important part in professional development and teacher collaboration for the development of coursework and resources.
Practitioners articulated the importance of web-based synchronous communication tools, particularly for remote learners. Practitioners also make use of a wide range of web 2.0 applications, such as Flickr and YouTube, for learners to store their digital media. 

The general effectiveness of web 2.0 tools as part of a teaching and learning strategy was soundly articulated. However, the current practice of many system administrators is to block practitioner and learner access to such tools from within the educational network. This is based upon a number of factors including policy and attempting to avoid potential issues around the provision of duty of care for learners. This is a particularly sensitive area when school age learners are part of the cohort (VET in schools for example). However, such blanket bans also exclude legitimate learning activities and many teachers respond to these barriers by bypassing the educational network while encouraging learners to access the required tools and websites from the world wide web.
Through the consultation process, this study was able to clearly identify common patterns of use in application functionality with proven success in teaching and learning, culminating in the development of a list of commonly used VET e-learning applications
. Such applications also play an important part in professional development and teacher collaboration for the development of coursework and resources.
Factors preventing computer networks from meeting practitioner needs

The overall growth in web technologies, and in particular e-learning in VET, means that IT managers are increasingly under pressure to expand the availability of applications, functionality and services. However, there are a number of factors which prevent them from providing the services that are required by practitioners and learners, or providing them to the required level.

Processes for adding new applications/functionality to networks
In order to meet requirements around network reliability, security and duty of care, IT staff must test new applications and functionality, analyse the impact on network performance, conduct risk assessments and develop an implementation plan. Such policies can cause the approval process for a new application or functionality to be quite lengthy.
As previously stated, the study found that the lack of functionality and flexibility in VET computer networks was causing some e-learning practitioners to bypass them altogether, working from home. This response raises a number of issues for TAFEs and registered training organisations (RTOs) particularly around productivity, duty of care and ownership of content. 
Practitioners described situations where IT policy interpretation seemed to vary between institutes in the same jurisdiction or even campuses within the same institute. For example, a professional development session for teachers was planned within a particular jurisdiction. The selected delivery medium was the web conferencing platform Elluminate, so organisers contacted the relevant IT managers and requested that the required ports be opened for this exercise. Some were happy to comply with this request while others declined on the basis of policy. Interpretation of policy should be straightforward whereas guidelines may deliver different interpretations.

Communication between IT departments and e-learning practitioners

The lack of effective communication channels between IT departments responsible for computer networks and firewalls, and the practitioners using those networks was raised a number of times during this study as a primary barrier to e-learning in VET. This may include the absence of clear, current and easily accessible network policy information for network users, or a lack of well defined workflow for requesting new applications or functionality, or the opportunity to contribute to decision-making processes that affect networks.
Improving communication channels between network administrators/managers and e-learning practitioners should also be seen as an opportunity to improve e-learning practitioners’ understanding of the complexities of running such networks and the legitimate security concerns of network administrators.
Network bandwidth

IT managers noted that network bandwidth has increased markedly over the last three years, with some jurisdictions having a 15 fold increase in bandwidth during this period.
Whilst there always seems to be a need for more bandwidth in a network, interviewed practitioners were generally satisfied with the performance of their local area networks. Although some new technologies have been trialled, the issue of the ‘last mile’ still exists. This presents a major problem for learners in regional and remote areas.

Data links for wide area services are typically provided by a commercial telecommunications carrier. These links are charged at commercial rates, so projects that require a considerable increase in bandwidth consumption will attract additional scrutiny. In some cases, the provision of data links to regional and remote areas can only be obtained via a single carrier.
Lack of consistency across and between computer networks in VET

Uncertainty around the reliability of e-learning services and functionality can have a negative impact on the use and uptake of e-learning. Unilateral decisions taken by IT staff to change certain aspects of the computer network can have an unexpected ripple effect. Examples were outlined where this situation caused technical problems with the services that underpin and support the provision of e-learning. The resulting disruption to learning programs became a major issue with those programs being pushed back into the academic year for completion. A further flow on effect from this situation is the negative impact on teachers who are contemplating a move into the e-learning arena.
Attempting to use virtual classroom applications nationally has highlighted inconsistencies between networks. For example, in four states network rules are such that Adobe Connect is accessible, whereas in the other two states it is not. To enable a truly national training system, these interstate and intrastate inconsistencies need to be addressed. 

Filter lists (‘white-lists‘) and firewall issues are also central topics for the implementation of e-learning. Agreement on best practice in this area is linked to ‘understanding the other side’ and developing a communications channel between 
e-learning practitioners and IT managers.
5 Where to next?
Meeting the evolving needs of teachers, trainers and learners

There are increasing demands being placed on the national training system and 
e-learning is seen as a way of enriching the learning experience and training more people while also providing greater flexibility to learners. However, this study found evidence that some aspects of computer network operations can form major barriers to the uptake of e-learning among practitioners. Inconsistencies both within and between jurisdiction-level computer networks in the national training system are also undesirable as it can reduce consistency of service and collaboration.

The use of web 2.0 tools such as blogs and wikis are increasingly being seen by many practitioners as standard tools for e-learning. There would be many potential benefits in providing such services centrally for the national training system as the service would be trusted and content ownership could remain within the VET system. Other applications, such as virtual classrooms, could be managed in a similar way. This method could provide a way of enabling web 2.0 services nationally within a secure and trusted environment.

In addition, the provision of web space either within jurisdictions or as part of a national service for e-learning practitioners to enable the transfer and exchange of 
e-learning material (still/moving images, draft content, Flash, etc) is also an idea that seems to have traction with e-learning practitioners. Such a service would complement the existing LORN (Learning Object Repository Network)
 repositories which contain high-quality standards-compliant learning objects. Such a service may also help to limit network traffic growth and reduce traffic on email servers, as email was cited as a common way of moving and sharing e-learning content.
With the need to become more responsive and flexible in a much more open training market, innovators require IT systems that support pilot projects and experimentation with new technologies. The educational potential of an application is best determined by hands-on experience which the innovator can then pass on to other teachers for the benefit of all teachers and learners. More information on supporting commonly used e-learning applications is available in the companion document entitled “Basic technical requirements for commonly used VET e-learning applications”

Understanding computer networks in the context of the national training system 
There is a need for the role of computer networks and firewalls in the national training system to be more widely understood and agreed. Demands on the training system to deliver more flexible training in a range of contexts and physical locations means that responsive computer networks are a vital cornerstone of training delivery. 
Throughout this study, IT managers and e-learning practitioners alike have demonstrated an open and cooperative attitude in discussing their frustrations, issues and possible solutions. This was further reinforced by the face-to-face workshop in Melbourne where attendees showed a willingness to find solutions to issues and problems.

IT departments generally operate within existing constraints, including defined budget and administrative processes. Strategic plans are developed that cover a predetermined timeframe with input from government policy, planning departments and institute needs. Such constraints mean that it can be difficult for IT sections to resource projects that fall outside these processes. 

It was recognised and agreed by e-learning practitioners during this study that there is a basic set of common functionality that is fundamental to e-learning practice
. To realise the benefits and make gains in e-learning delivery, this basic functionality needs to be made widely available. Lengthy periods of time and effort to get technology operational act as a barrier to the uptake of e-learning. If a reliable and effective network is available which provides the basic functionality, innovators would be able to better plan and incorporate e-learning into their teaching and training programs.

Some requests from teachers that are put before IT managers are assessed as having no risk to the computer network. However, the funds may not exist to support the requested service or application. In these cases, the general approach is for the IT section to provide the installation of the service or application with the understanding that there can be no support from the IT section. Examples of this vary from jurisdiction to jurisdiction, however the use of open source/free software and webcams are commonly cited.

This study has identified the important role played by a standard operating environment (SOE) in the provision of e-learning and IT services. Detailed work on SOEs is outside the scope of this study. However, the outcomes from this study indicate more detailed work is required on the development of guidelines for implementing an e-learning friendly SOE.

Facilitating better communication between network administrators/IT managers and e-learning practitioners

The study has found that there is a lack of effective communication between 
e-learning practitioners and IT staff who run and manage networks. A common thread through the discussions with e-learning practitioners was the lack of communications between teachers and IT managers. One example was cited where a revised SOE was installed on classroom computers without consultation with teaching staff, resulting in learning resources not being accessible due to plug-in problems. 

Effective communication between e-learning practitioners and IT managers is essential to the improvement and growth of e-learning. An agreed process is required where IT managers can participate in the strategy and planning processes of teaching sections. This is required only at an overview level for IT managers to understand the future demands for services from the teaching and training section. 

Teaching sections also require sufficient understanding of the IT infrastructure and associated networking issues to appreciate where boundaries might exist. This understanding would help provide a basis for clearly articulating to IT managers the services required by a teaching section to provide e-learning.

At the workshop where practitioners and IT managers came together, it became clear that some issues were common to all jurisdictions. In contrast, an application considered to be an issue in one jurisdiction was seen by another as presenting no problems at all. It is hoped that this study can start a communication process to discuss these different approaches.

6 Concluding remarks

This report comprises a summary of the computer network and firewall access study conducted in 2007 and a number of key findings drawn from that study. 
The outcomes of this study need to be effectively communicated to various stakeholders in the VET system. Educational managers, IT managers, teachers, network administration staff as well as strategy and planning staff would all benefit from being informed on the outcomes of this study. The study also produced a companion document containing information about commonly used e-learning applications in VET.

It is expected that this report will be considered by the EEG for further action in 2008 and beyond. The 2007 study can be seen as a first step in the process of improving computer network and firewall access for teachers, trainers and learners in the national training system. Further work is needed to develop a greater understanding of the needs of e-learning practitioners, to work towards more responsive computer networks for the national training system. 
Appendix A – E-learning practitioner interview questions

1. Which applications/tools have you used for e-learning (including frequency of use)?

· social bookmarking (technorati, del.icio.us, etc) 

· image sharing (Flickr, etc)

· video sharing (youtube, teachertube, etc)

· collaborative authoring (wikis, etc)

· vrtual classrooms (Elluminate, Live Classroom, Breeze/Adobe Connect, etc)

· social networking (Myspace, Facebook, etc)

· social gaming (Second life, etc)

· communication tools (blogs, chat, etc) 

· others (please specify)

2. Which applications would like to be able to use in the future? [identify any new approaches to teaching have been stopped through network/bandwidth issues if appropriate].

3. Have you experienced problems using such applications (bugs in software/network access/configuration issues)? Specify the tool and corresponding problems

4. Was the application being used within the same computer network or across network boundaries?

5. If the application was blocked somewhere in the network, at what level did this blockage occur (if known)? [identify whether barriers are at a local level, an intermediate level or network boundary].

6. How do you resolve such problems? (yourself/colleagues/IT helpdesk)

7. Is the resolution process clearly defined?

8. Are there any instances of problems that you haven’t been able to solve?

9. What impact do computer network access problems have on your teaching and learning?

10. Are you satisfied with the network access (including internet access) you and your students have?

11. Are there any specific issues you would like to raise with the administrators of your network? 

12. Do you have enough bandwidth to teach the way you would like? [identify whether some practitioners might not have tried certain types of online teaching because of the bandwidth constraints].
Appendix B – E-learning practitioners interviewed

	Alex Hayes
	NSW

	Brad Beach
	VIC

	Carole McCullouch
	VIC

	Cathy Baxter
	ACT

	Denise Morgan
	QLD

	Frankie Forsyth
	TAS

	Jeff Saul
	NSW

	Karen Higgins
	WA

	Kim Edgar
	SA

	Melanie Brenton
	NT

	Michael Coghlan
	SA

	Terese Morgan
	QLD


Appendix C – Computer Network and Firewall Access Workshop agenda

Computer Network and Firewall Access

Workshop Agenda

Melbourne Airport Hilton

10am - 4pm Tuesday 28 August 2007

	Time
	Session
	Presenter/Facilitator

	9.30-10.00
	Tea and coffee available on arrival
	

	10.00-10.15
	Welcome and introductions
	Vivienne Blanksby

	10.15-10.30
	Overview of the network and firewall access study
	Jennifer Dunbabin / Owen ONeill

	10.30-11.00
	Small group activity

What are the common network issues for system administrators and e-learning practitioners?
	Jennifer Dunbabin / Owen ONeill

	11:00-11.15
	Morning tea
	

	11:15-11.30
	Findings from the study so far
	Brian Gresham

	11.30-12.00
	Snapshot 1: The role of computer networks and firewalls
	Wayne Kupfer

Guido Arben

	12:00-12.15
	Large group discussion
	Brian Gresham

	12.15-12.45
	Snapshot 2: The VET e-learning landscape
	Sue Waters

Michael Coughlan

	12.45-1.10
	Large group discussion
	Brian Gresham

	1.00-1.45
	Lunch
	

	1.45-2.45
	The art of the possible

An exploration of the functionality and requirements for the ideal VET computer network 
	Brian Gresham

	2.45-3.00
	Afternoon tea
	

	3.00-3.45
	The art of the possible

Continued
	Brian Gresham

	3.45-4.00
	Summary and close
	Jennifer Dunbabin / Owen ONeill


Appendix D – List of face-to-face workshop participants

Computer Network and Firewall Access Project, Melbourne 28 August 2007.

Bruce Abdilla, IT Manager, Canberra Institute of Technology, ACT

Guido Aben, Manager Technical Development, AARNet 

Cathy Baxter, Project Manager, E-learning Networks Project, Canberra Institute of Technology, ACT
Vivienne Blanksby, Program Manager, Resources and Innovation, VIC 

Melanie Brenton, Framework Coordinator, Toolbox Champion and LearnScope Manager, NT 

Malcolm Caldwell, IT Systems Manager, NT

Michael Coghlan, Practitioner, SA 

Mark Cornelius, ICT Policy, Department of Education, Training and the Arts, QLD

Jennifer Dunbabin, Project Manager, Access to Bandwidth Project, TAS

Dale Duncan, Practitioner, GippsTAFE, VIC

Kim Edgar, Manager, education.au, SA

Gerry Green, Practitioner, QLD 

Brian Gresham, Consultant, Networks and Firewall Access Project

Robyn Jay, LearnScope, NSW 

Wayne Kupfer, Senior Technology Manager, Business Systems and Performance, DETA 

QLD

Geoff Logan, Access to Bandwidth Project, TAS

Carole McCulloch, Practitioner, VIC

Peter McFarlane, Practitioner, WA 

Owen O'Neill, Project Manager, E-standards for Training Project, VIC

Jeff Saul, Framework Coordinator, NSW

Sue Waters, Practitioner, Challenger TAFE, WA

Paul Williams, Flexible Learning Teacher Support, Swinburne TAFE, VIC 

Apologies –

Anne Caddy, Department of Education, Science and Training, ACT 

Gary Putland, education.au, SA 
Ann-Marie Betros, IT Manager, Department of Further Education, Employment, Science and Technology, SA

Alan Ibbett, Senior Manager Network Services, DET NSW IT Directorate, NSW

Anthony Cross, Network Services, DET NSW IT Directorate, NSW

Nilesh Prasad, IT Manager, Kangan Batman TAFE, VIC
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� The Framework provides the vocational education and training (VET) system with the essential e-learning infrastructure and expertise needed to respond to the challenges of a modern economy and the training needs of Australian businesses and workers.


� The E-standards for Training Project is driving the development of a national infrastructure for distribution and exchange of e-learning resources across the national training system. The project’s role is to establish a set of nationally agreed technical standards, information formats and business rules to allow e-learning content to be easily discovered and readily transferred to different electronic learning platforms. 


� The Access to Bandwidth Project supports the secure sharing of information and resources across State and Territory jurisdictions by leveraging the most cost effective telecommunication services. The project is investigating a range of issues such as connectivity arrangements for vocational education and training organisations, accessing and sharing e-learning resources, and teaching strategies possible when high capacity connectivity is available.


� This document is titled “Basic technical requirements for commonly used VET e-learning applications” and is available at � HYPERLINK "http://e-standards.flexiblelearning.net.au/docs/commonly-used-VET-elearning-apps-v1-0.pdf" ��http://e-standards.flexiblelearning.net.au/docs/commonly-used-VET-elearning-apps-v1-0.pdf� 


� � HYPERLINK "http://www.flexiblelearning.net.au/e-learningindicators" ��http://www.flexiblelearning.net.au/e-learningindicators� 


� For more information on this topic, refer to the Access to Bandwidth Project: � HYPERLINK "http://www.flexiblelearning.net.au/bandwidth" ��http://www.flexiblelearning.net.au/bandwidth� 


� The E-standards Expert Group is made up of representatives from each jurisdiction as well as key VET stakeholders. The group investigates and recommends e-standards for the national training system on behalf of the National Senior Official Committee (NSOC).


� � HYPERLINK "http://e-standards.flexiblelearning.net.au/docs/commonly-used-VET-elearning-apps-v1-0.pdf" ��http://e-standards.flexiblelearning.net.au/docs/commonly-used-VET-elearning-apps-v1-0.pdf� 


� � HYPERLINK "http://www.fllexiblelearning.net.au/lorn" ��http://www.fllexiblelearning.net.au/lorn� 


� � HYPERLINK "http://e-standards.flexiblelearning.net.au/docs/commonly-used-VET-elearning-apps-v1-0.pdf" ��http://e-standards.flexiblelearning.net.au/docs/commonly-used-VET-elearning-apps-v1-0.pdf� 


� � HYPERLINK "http://e-standards.flexiblelearning.net.au/docs/commonly-used-VET-elearning-apps-v1-0.pdf" ��http://e-standards.flexiblelearning.net.au/docs/commonly-used-VET-elearning-apps-v1-0.pdf� 


� � HYPERLINK "http://e-standards.flexiblelearning.net.au/docs/commonly-used-VET-elearning-apps-v1-0.pdf" ��http://e-standards.flexiblelearning.net.au/docs/commonly-used-VET-elearning-apps-v1-0.pdf� 
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